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Abstract—In recent decades, radio frequency identification
(RFID) has been used in many applications in the world. Tag
anti-collision is a fundamental technique for RFID, for solving
the collisions when multiple RFID tags transmit their IDs to an
RFID reader simultaneously. This technique is well investigated
in the stationary environment, however, has some deficiencies
when the number of tags in the interrogation region of the
reader changes dramatically. This paper proposes a tag anti-
collision algorithm called TAD to solve this problem. TAD can
effectively and fast estimate the number of arriving and leaving
tags, and automatically adapt to different changes of the tags
using a hybrid method. The simulation results show that TAD
significantly outperforms existing approaches in the situation
with many leaving tags.

Index Terms—RFID, anti-collision, dynamic environment,
threshold estimation.

I. INTRODUCTION

Radio frequency identification (RFID) is an automatic
identification technology that uses radio communication to
obtain the IDs of objects. RFID is widely used in many
applications such as supply chain management, human surveil-
lance, and food safety management. A typical RFID system
consists of tags and readers. Each tag has a microchip which
stores its ID and some other information. A reader transmits a
query to the tags, and the tags respond over a shared wireless
medium. Tag collisions happen when more than one tag
transmit their information simultaneously, causing the reader
unable to identify any tag. Therefore, efficient approaches are
required to reduce such collisions. These approaches are called
tag anti-collision algorithms in the RFID field.

Existing tag anti-collision algorithms including tree-based
algorithms [1], [2], [3], [4], [5] and Aloha-based algorithms
[6], [7], [8], [9], [10] are mostly designed for stationary
scenarios where tags do not move. J. Myung et al. proposed
the adaptive binary splitting protocol (ABS) and adaptive
query splitting protocol (AQS) to improve performance in the
dynamic environment [11] where tags may move in and out
the interrogation region of the reader. In order to improve the
identification efficiency of ABS, single resolution blocking
ABS algorithm (SRB) and pair resolution blocking ABS
algorithm (PRB) were proposed by distinguishing arriving
tags from staying tags [12]. These approaches are further
improved by slitting tags into more subsets or merging tags

fCorresponding Author. Email: xcui@whu.edu.cn

978-1-7281-3106-1/20/$31.00 ©2020 IEEE

more fast (named FSA-CSS) [13], using collision bit detection
and dual prefixes matching to reduce the number of reader
queries and tag replies [14], transmitting fewer amount of
data between the reader and tags [15]. These approaches show
desirable performance in their target scenarios. However, their
performance in the environment with dynamic changes of tags
require further improved.

In this study, we propose a tag anti-collision algorithm
called TAD for the highly dynamic environment where tags
can move in and out the interrogation region of the reader
frequently. In this algorithm, staying tags and arriving tags are
distinguished and identified separately. In each identification,
we estimate the number of staying tags and arriving tags,
compute the staying ratio of tags, and then adaptively perform
proper approaches to achieve better performance. The staying
ratio estimation process is optimized in terms of execution
time. In summary, this study makes the following contribu-
tions.

« We proposed a hybrid identification approach to adapt to
the changes of staying ratio in the interrogation region of
a reader.

« We proposed threshold estimation approach which is
especially suitable to speed up the staying ratio estimation
for the hybrid identification approach.

o We performed theoretical analysis and simulations for
validating the performance of the proposed hybrid ap-
proach. The results show that the proposed approach
achieves desirable performance compared with the ex-
isting approaches.

II. SYSTEM MODEL

We assume that there is an RFID reader constantly iden-
tifying RFID tags in its interrogation region. The tags may
move in and out. A typical identification process is that
the reader sends a query to the tags, the tags reply their
information, and the reader notifies them the results whether
their information is received. This is called a time slot in
the identification. A time slot is called an idle slot, readable
slot, or collision slot when no tag responds, only one tag
responds, or multiple tags respond, respectively [11]. A frame
is defined as the time duration that a reader recognizes all tags
in its interrogation region. Since the identification is performed
repeatedly, there are multiple frames. Let f; denote the ith
frame. Some notations used in this study are listed as follows:
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o Staying tags: the tags that exist in both f;_; and f;.

o Arriving tags: the tags that do not exist in f;_1, but exist
in fl

o Leaving tags: the tags that exist in f;_1, but do not exist
in f1

o |N;|: the number of tags existing in f;.

o Staying ratio: the number of staying tags divided by
|N;—1].

o Arriving ratio: the number of arriving tags divided by
|N;—1].

o preTagNum: number of tags identified in the last frame.

o arrEst: estimated number of arriving tags .

o stayingEst: estimated number of staying tags .

In this study, we aim to achieve the minimum execution
time for identifying all the tags, considering dynamic changes
of tags in the reader’s interrogation region.

III. OUR SOLUTION

In a dynamic environment, a tag anti-collision algorithm
includes several parts, distinguishing staying tags and arriving
tags, identifying arriving tags, and identifying staying tags.
In this study, we follow ABS and its improvements for
the identification. However, these approaches still have some
problems. First, they do not adapt to different staying ratios
in a dynamic environment. For example, PRB works well in
a large staying ratio while ABS is suitable in a small staying
ratio. Second, existing works such as PRB and ATQS [16]
use the information of the last frame to estimate the number
of arriving tags in the current frame, which is inaccurate if the
tag arrivals change dramatically between two identifications.
TAD solves the aforementioned problems.

A. Distinguish Arriving Tags from Staying Tags

Staying tags and arriving tags cannot completely be distin-
guished by using the ID of the reader. We adopt a technique
similar with ECRB [17] to solve this problem. After identified,
each tag stores the ID of the reader and the ID of next frame.
At the beginning of each frame, the reader broadcasts its ID
and the frame ID. On receiving these IDs, all tags compare
them to their stored information correspondingly. If either of
them are unequal, the tag is an arriving tag and set isArr to
1; otherwise it is a staying tag. Finally, all tags update their
stored frame IDs to the ID of the next frame.

B. Tag Cardinality Estimation and Staying Ratio Estimation

We estimate the number of staying tags and arriving
tags before identification. We use two different estimation
approaches, exact estimation and threshold estimation, for
arriving tags and staying tags, respectively. These approaches
also can be used for staying ratio estimation as explained
below.

First, we estimate the exact number of arriving tags. Lottery
of frame (LoF) [18] approach is used for this purpose. The
main idea is to request tags to reply following a geometric
distribution and then estimate the number of tags based on the
received replies. The reader sequentially broadcasts 1, 2, ... in

time slots and listens to the replies from tags. A tag transmits a
bit’s information if the position of its ID’s rightmost “1” equals
to the received number and it is an arriving tag. For example,
the tag with ID 11010 transmits its ID when receiving 2,
because the rightmost “1” in its ID locates in the second
from the right. The process is repeated until there is no tag
replying. Then, the reader estimates the number of arriving
tags as 1.2897 x 2i~1 [18] and stores it in arrEst.

In some cases, there is no need to estimate the exact number
of tags, but only determine whether the number of tags greater
than a threshold. This is not only necessary for the anti-
collision algorithms using rough estimation of tags, but also
for the staying ratio estimation. Each staying ratio corresponds
to a threshold of number of tags estimated. For example, in
TAD, it is possible to terminate the staying tag estimation early
before the first empty slot appears. The estimation of staying
tags can be terminated when i > log, ’W +1 (the
value will be explained in the next subsection), because under
these circumstances the staying ratio is greater than the one
for changing tag collision strategy.

C. Hybrid Identification Strategy

In a dynamic environment, the staying ratio of tags often
changes and difficult for the anti-collision algorithms to al-
ways achieve desirable performance. We believe that a hybrid
strategy is required to automatically adapt to the staying
ratio. More specifically, different approaches are performed
according to different staying ratios. In TAD, we demonstrate
the hybrid strategy using PRB and ABS. PRB is used when
the staying ratio is more than a threshold changingRatio,
and otherwise ABS is used. It is noted that we have not
restricted the candidate anti-collision approaches, and other
more promising approaches can be used in a similar way.

We compute the changingRatio for TAD as follows. In ABS,
it is known that the optimal number time slots (denoted by
TSC) for n tags is 0.88n [17], [19]. It means that n tags
are initialled their identifying sequences (denoted by ASC)
between 0 to 0.88n). However, the total number of time
slots required for n tags is not reported in the literature. We
conducted simulations to determine this value for the first
time; the results are shown in Figure 1. The results show that
the ratio of number of time slots over the number of tags
obtains its minimum value around 2.32, when the ration of
TSC over the number of tags is 0.88. So if we identify staying
tags using ABS in f;, we require to spend 2.32 X |N;_| x t
time slots assuming the staying ratio is . When using PRB,
the time slots required depends on only the number of tags
in the last frame |N;_|, which is 0.5 x |N;_1]. Solving
2.32 X |N;_1| x t < 0.5 x |N;_1|, we obtain changingRatio
as 0.2155.

There are some differences for ABS and PRB in estimating
the number of tags. ABS requires exact estimation of the num-
ber of staying tags, while PRB can use threshold estimation
to terminate the estimation early before the first empty slot
appears, i.e., when i > log, 2<aeNumx0.2155 | 1 Under these

1.2897
circumstances, the staying ratio is greater than changingRatio,
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Fig. 1. Relation between the number of time slots and 7SC in ABS

and PRB is used for tag identification. For ABS, the exact
estimation is still required.

The framework of TAD is shown in the Algorithm 1. The
variable method denotes that ABS or PRB will be used for
further identification. Lines 4-7 show the early termination of
estimation of tags and PRB will be used. Lines 8-12 show the
exact estimation of tags and ABS will be used. For example,
suppose that 50 tags were identified in f;_;. Therefore,
preTagNum is 50 and log, Z</elenx02155 1 1 — 4.06. In
fi, reader estimates the number of staying tags. The reader
monitors the value of i when tags reply. When i is increased
to 5, the condition of line 4 of Algorithm 1 is satisfied. No
further estimation is required and PRB will be used. When the
fourth time slot is found to be an empty slot (i.e., i = 4 ), the
estimation is normally terminated and ABS will be used.

The detailed identification algorithm is shown in Algo-
rithm 2. When using ABS, the reader sets 7SC to [0.88 x
(arrEst + stayingEst)| and broadcasts 7SC to tags (lines 1-
3 of reader operations). All tags choose a random number
between 0 and TSC as its ASC (lines 1-3 of tag operations),
and then follow ABS to communicate with the reader (line
4 of reader operations and line 4 of tag operations). In this
approach, all the tags are identified equally. When using PRB,
the reader sets TSCEXT to [0.88 x arrEst| and broadcasts
TSC and TSCEXT to the tags (lines 6-8 of reader operations).
All arriving tags choose a random number between TSC to
TSCEXT as their ASCs, and the staying tags keep their own
ASCs (lines 6-10 of tag operations). Then the reader and tags
follow PRB to communicate (lines 9-10 of reader operations
and line 10 of tag operations). The staying tags and arriving
tags are identified separately.

D. Discussions

Because of the different characteristics of time slots, differ-
ent time durations are possible for different time slots [15].
For example, 6-bit transmission time is required for empty
slots, and 99-bit transmission time is required for readable
slots and collision slots. We can improve TAD considering
such differences of time slots. ABS and PRB use the same
improvements proposed by SSRB [15] when the algorithm
is adapting to the staying ratio. The changingRatio can be
similarly computed.

Algorithm 1: Estimate the number of staying tags

Reader Operations:
1 for i =1 to tagID’s length do

2 transmit ¢

3 receive tag responses

4 if preTagNum # 0 and i > log, ‘W + 1 then
5 method = ‘PRB’ -
6 break

7 end

8 if no tag responses then

9 stayingEst = 1.2897 x 2771

10 method = ‘ABS’

11 break

12 end

13 end

Tag Operations

receive reader’s ¢

if @ = the location of tagID’s the rightmost bit 1 and
isArr = 0 then
| transmit ID

end

(S

s W

IV. PERFORMANCE ANALYSIS

In this section, we analyze the execution time of TAD. The
identification of TAD can be represented as a traversal of a
binary tree where each node represents a set of tags split by
ASC. The inner nodes of the tree denote the collision slots,
and the leaf nodes denote readable slots and idle slots.

In a binary tree of the depth k, there are 2 nodes. If a
collision happens, a tag’s ASC randomly increases by zero
or one. So it has 2% probability to reach a leaf node after k
collisions. In the tree, a leaf node is an idle slot when all n tags
do not chooses that time slot. The probability is (1 — 2%)”
A leaf node is a readable slot when one tag chooses this slot
and the other tags do not. Its probability is C} (1 — %)7%1 2%
The number of idle and readable slots in the depth k of the
binary tree can be obtained by multiplying their probabilities
by the number of nodes 2%. Let I (n) and R (n) denote the
number of idle slots and readable slots in a binary tree with
n tags, respectively. They can be obtained as follows:

oo 1 n
I(n)= ZQk (1 - 27) 1)
k=0
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Algorithm 2: Identify tags

Reader Operations:
1 if method = ‘ABS’ then
TSC = [0.88 x (arrEst + stayingEst)]
transmit 7SC
use ABS to identify tags

end

if method = ‘PRB’ then
TSCEXT = [0.88 x arrEst|
transmit 7SC and TSCEXT
TSC = TSCEXT

use PRB to identify tags

P R i N R *)

—
=)

end

—
oy

Tag Operations :
if method = ‘ABS’ then
receive reader’s TSC
ASC = a random number between 0 and 7SC
follow ABS to communicate with the reader
end
if method = ‘PRB’ then
receive reader’s TSC and TSCEXT
if isArr = 1 then
\ ASC = a random number between 7SC and TSCEXT
end
follow PRB to communicate with the reader
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_-
==
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Considering that the time slots consist of idle slots, readable
slots, and collision slots. The number of collision slots in a
tree C'(n) can be obtained by iterating its depth k from 0 to
00

gl 54 )

3)
The number of nodes of the tree A (n) (i.e., the number of
time slots for identifying n tags) can be obtained as follows:

An)=C(n)x2+1 %)

In a dynamic environment, we assume that there are « arriv-
ing tags and [ staying tags (i.e., there are n — « leaving tags).
TAD first estimates the number of arriving tags and staying
tags and then uses ABS or PRB for identification according
to the estimation result. We denote estimated arriving tags and
staying tags as & and B, respectively. The estimation is based
on slot based LoF approach, and the number of time slots used
in estimation is denoted by .

When the number of staying tags is sufficient large, TAD
uses PRB for identification. We denote such approach as
TADpgp. In the stage of identifying the staying tags, it con-
sumes [ 4| time slots. We denote optimal ratio of the number
of initial slots over the number of tags as w. In the phase of
identifying the arriving tags, TAD uses [wé]| time slots. For
each slot, the probability that there are x tags replying in it is

cz (ﬁ)T(l — ﬁ)a x. We accumulate the probability
when x changes from 0 to «, and obtain the number of time
slots required for the identification:
n
2

vt 304 () (- ) 40

When the number of staying tags is sufficient small, TAD
use ABS for identification. We denote such approach as
TAD,ps. There are [w(a + ()] time slots initialized for a + /3
tags. We calculate the number of time slots required for the
identification:

App—rr(a+B) =v+ [ 5]+

a+f
Apap-ass(a+ B) =7 + [w(d + B)] Z Corts
=0

1 T 1 la+5—z
<> (1_ ) A
[w(d+ B)] [w(d+ 5)]

If time slots are of different lengthes, we can compute the
time duration for identifying n tags as follows. Suppose that
the time duration of a collision slot, readable slot, and idle
slot is TC, TR, and TI, respectively. The total time duration
for identifying n tags is

(6)

T(n)=Cn)xTC+R(n)xTR+I(n)xTI (7)

V. PERFORMANCE EVALUATION

We evaluate the performance of TAD by comparing it
with existing state-of-the-art algorithms including tree-based
algorithms ABS, SRB, PRB, AQS [11], SSRB, FSA-CSS and
aloha-based algorithm EDFSA (Enhanced Dynamic Framed
Slotted ALOHA) [6]. A hundred of simulations are repeated
to obtain each data point of the figures.

The experimental environment are as follows: In the previ-
ous frame f;_;, there are n tags that are identified and all of
them are arriving tags (i.e., no staying tags). After that, tags
may come in or out the interrogation region of the reader. Our
purpose is to minimize the time to identify all the tags present
in the interrogation region of the reader in frame f;. [ denotes
the length of tag ID. Each bit is transmitted for bus. We set
[=96 bits, n=50, and b=5 to calculate the execution time.

A. Theoretical and Actual Number of Time Slots in TAD

In section IV, we analyzed the time slots required for TAD.
We first compare the computed theoretical values with real
values in the simulations. We set arriving ratio to 0.2 and
change staying ratio to check the performance. The result is
shown in Fig. 2. As shown in the figure, when the staying ratio
increases from O to 1, the theoretical value and actual value
are quite close. The average deviation from the theoretical
value to actual value is 8.57% (7.5773 time slots), which is
a small value probably due to the estimation errors of tag
number. This confirms the correctness of the computation in
the performance analysis of TAD.
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Fig. 2. Theoretical and actual number of time slots in TAD

B. Tag Estimation Accuracy

We compare the tag estimation performance of TAD and
PRB. The staying ratio is set to be 1, therefore the number of
tags present depends only on the arriving ratio. We change
the arriving ratio to check the performance. The result is
shown in Fig. 3. As shown in the figure, the actual number of
tags increases linearly. PRB always estimates the tags as the
number of tags in the previous frame, 50 tags. TAD uses the
feedback of current existing tags to estimate the number of
tags and hence more accurate. The average deviation between
the TAD estimation and the actual value is 36.71% while that
between the PRB estimation and the actual value is 71.59%.

C. Impact of Arriving Ratio

We fix staying ratio and vary arriving ratio to compare the
execution times of different algorithms; the results are shown
in Fig. 4(a)-4(c). PRB is always better than SRB since PRB
spends half of time slots of SRB to identify the staying tags.
When the staying ratio is 0, ABS always outperforms PRB (see
Fig. 4(a)); and when the staying ratio is 0.5, ABS outperforms
PRB if the arriving ratio is less than 0.3 (see Fig. 4(b)). While
the staying ratio is 1, ABS outperforms PRB when the arriving
ratio is less than 0.2 (see Fig. 4(c)). PRB causes many idle slots
if there are few arriving tags. This is because PRB estimates
the arriving tags the same with that in the previous frame and
then reserve time slots for them. On the contrary, ABS does
not reserve time slots for arriving tags but identify all the
tags equally. PRB outperforms AQS in all cases because AQS
requires to send a prefix in each query, and the pair resolution
is not used. Among the above approaches, PRB and ABS
achieve the best performance in different conditions, showing
necessary to sense the arriving/staying ratios and perform PRB
or ABS adaptively. TAD adopts such idea to design its hybrid
strategy.

It can be seen that in most of time TAD and SSRB
outperform other algorithms. This is because when identifying
staying tags, a 3-bit symbolic response is transmitted in TAD
and SSRB. Besides, when identifying arriving tags, the idle
slots of TAD and SSRB are much shorter than other time
slots. When staying ratio is 0, TAD outperforms SSRB if the
arriving ratio is less than 0.6 (see Fig. 4(a)); and when arriving
ratio is 0.5 or 1, TAD outperforms SSRB if the arriving ratio
is less than 0.5 (see Fig. 4(b) and Fig. 4(c)). This is because

N
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Fig. 3. Tag estimation accuracy of TAD and PRB

TAD is able to identify two staying tags in one slot. However,
with the increase of arriving tags, the estimation errors of
TAD increases. This is consistent with the results in previous
subsections. FSA-CSS and EDFSA do not distinguish staying
tags from arriving tags. The identification is from the scratch
even in the repeated identifications. They perform not well
when the staying ratio is large.

D. Impact of Staying Ratio

Then, we vary the staying ratio to check the execution times
of different algorithms; the results are shown in Fig. 4(d)-4(f).

In these figures, the execution times of SRB and PRB do
not change. This is because SRB and PRB always spend
fixed number of time slots in identifying staying tags, and
then staying ratio does not affect their execution time. PRB is
always better than SRB since PRB spends half of time slots
of SRB to identify the staying tags. When the arriving ratio
is 0, ABS always outperforms PRB (see Fig. 4(d)); and when
the arriving ratio is 0.5 or 1, ABS outperforms PRB if the
staying ratio is no more than 0.3 (see Fig. 4(e) and Fig. 4(f)).
This is because PRB always reserves time slots for arriving
tags even if arriving ratio is small while ABS does not. AQS
always underperforms ABS and PRB since AQS broadcasts a
prefix in each time slot and hence the amount of data sent is
more than that of ABS and PRB.

In most of cases, TAD and SSRB always outperform other
algorithms (see Fig. 4(e) and Fig. 4(f)). This is because
TAD and SSRB use shorter slots when identifying tags. The
execution times of TAD and SSRB are stable (see Fig. 4(d),
Fig. 4(e), Fig. 4(f)). This is because the two algorithms all
consume constant number of time slots in identifying staying
tags. TAD outperforms SSRB when arriving ratio is 0 or 0.5,
but underperforms SSRB when arriving ratio is 1. It shows
that TAD estimates the cardinality of tags more accurately if
the number of tags is small. TAD estimates the arriving tags
as 1.2897 x 2i=1(i = 1,2,...), which is more accurate when
the arriving ratio is small.

VI. CONCLUSION

In the paper, we propose a new tag anti-collision algo-
rithm called TAD for dynamic environment. TAD automat-
ically adapts to different staying ratios, by using different
identification approaches. A threshold estimation is proposed
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Fig. 4.

especially for speeding up the staying ratio estimation for

the

hybrid identification approach. The simulations show that

TAD outperforms the existing approaches in the dynamic
environment.
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